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TAFEITADT S FAAT TR HATAT

T2 faeett, 10 wadT, 2026

ar.aL . 120(37).— FerT TaTe, THAT TR sfafem, 2000 (2000 T 21) #it &M<y 87 #ir
ST (1) T ST (2) F T (F) AT G (TS) F FT T ATFTAT HT TIRT Fd g, TAAT STATRT
(weTadT fRefaaer s Rfses #ifear sr=me wfgdar) M=, 2021 #7 &Y dered F3 # forw Aetotag
e F=TT &, Tt —

1. Gferg A ST WS.—(1) =9 et &1 Sfereq a9 =T SRt (Feaadt Qe s
efrea #ifear s wf2ar) gerre= A=, 2026 2

(2) T AT 20 FTE<T, 2026 T T gl

2. AT ST (FeTadt Rermaaer oY Rires fifear sm=m w@fzan) Faw, 2021 #, Fa
2 % —

() So-fa=w (1) 5, —
(i) @< (1) % TeaTq Mefaeg @< sia.emod fohe STost, i —

967 GI/2026 (1)
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“(TF) ‘=, g9T AT AA-Z9T AT A HE oAt or=7, wiafda, wrEwm,
arfee, Sfea, wfaw 3o srfver, safa srfver =1 F s oo, 3o
IqT AH-Z9T FAAAE AT ¢, AT A TIT A7 Figd gl AT a7 T A7
*, 9T ATE T Tl Fogqey JOT9a & ATeq § giord, S=d, Iurared a1
gfeafda £ 2 g

(ii) @< (F) F Te=Tq MAfeEd @ sia:eafug e S, statq—

“(@F) ‘THATEH €T § TAq GaAr § UHT ==, 39T T FA-39F AT AT
&, ST Trelt egeT SHTe T STANT e FHIH & 8 JT TATL AT T T
giora, S, Iuiated a1 afatda S T2 g1, =6 Thre & H T g=94r
Freqtas, TTaTiorE AT e Teia gt ar o et ot =rfxp = sear ==
et f=rEror 71 o #ft g i ag T arefaes =rixe a3 awatas
THTT T TAT H SAAT g o6 T H, JT AT G il GHTAAT o6 &9 |, ToTT
BT STTET e BT ! HATAAT BT

g 7g T 30 @ %yt % oy, fRE oer, g an ger-ged g
w1 ‘Fefes =0 8 ST gEar Tai 99T ST, STgi UHT =12, 397 AT =A-
39T AT Meferiad & Ioae giat 8—

(F) =T a1 agEa@® d9Ed, &I, ITAT, TR T,
B FHTITSA, 9T FATHLOT, TA@, SHar §412 | 30 giad
g, TS qorqa ==, 397 AT AH-39F AT % qd, §aH AT A5 F
Fre Aifae ateaad, fEsfa a7 frear seqeiseor 78t grar g; AT

(@) TEATASI, TEQAAL, qiead Siaghe hife (PDF) wrEdl, orfers
7T EALT AR, e seqe F fRafad ar agrEagE® e,
ALY, T@EAU, TEQARIO AT Ao &, S sf=asra
FETATCHE, FIOdH, TEIET, SFIAe-gTa AT ATLTLOMTHE
AT T ITANT AT ATH &, STgl VAT FoId T T 10T (et
T Earast =T et T s i@ st & 9919 37 S\ &7

TR T ET 8 AT
(1) wEEEAT, TEAT, oEdr, dAqars, Gawen, asEar av
FeATUAT H T FA & [0 Fad Heged FETdat & ITI0 ,

Y GAT A=A, 39T AT FH-39F TAAT & el AT AT q0r =y
Staa fru fa=r, swiafa fro G, ofafda o e ar
st o =T
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AT T LSS ; HTETLOT 3

(@) 3u-fF=w (1) F geanq Aefataa So-FRaw st e ST, seiq—

“(1%) == F=Et % v & o, Bfe-PAeg Fa % w10 w0 % o a1 #F
ST ATSAT GAAT & HaH H FAAT % T e AT g2, e svasiq 9\ 3 % 39-
e (1) % @ (W) =i @< () 997 79 4 F 30-[79 (2) &7 (4) arfve 8, a0
T T Ta9 | e sraterg 7 gy, ffes = 7 = g=aT &1 off e w37 %

=9 H rqifeaq AT srom

(1@) =7 TRTHT % STHISHL & o7 Si¥ Fagl ol 2 FA % (o0, TageT g =92 oar
STaT g o et wegadt g =9 st & squren J, e seavia [F98 3 % 39-
e (1), 3u-AFw (2) 71 39-f979 (3) F ATETE, AT SEF Avai(d (heT Ioerad 6
Tt qRRTE ST SRR daeTehl IUTAT, e seavia sffierdes IR AT q+T
ST T AT g, T TRAATIIT Feh ST gid 9, et o g=T, e steaeia
fHufes 7 & ST g=4T, ST A1 g9 ©F A7 8, T ge™T AT 39 TF T8 &
O FAT, AT ¥ 9T 79 FT IT-ATT (2) F G (F) AT G (@) F A
fRfE aat &1 Ieeaa Jgi 9|7 ST’y

3. I R F w3 F —
(F) 3u-FF=w (1) §,—

(i) @< (@) F T 9 FEfefaa @ gtaentua o o, sterq—

“(77) TS TEAAAT, AT IUATHTAT T ATATF & &, FH-H-FT TAF e
g § UF A, o« et sz AR, Fear fife, swrer s, ar
THRET o7 SUE ATEAH ), T3 UF TN a<ieh o, FUST H TAar diergm
# et sg=T # fAfafde Gl off amor ), =97 gfea wom H—

(i) 3% et s fafa, fFsar Sifa =31 s #2791 a8
ToReT oft AT | ST S0, % ST § fahet g & et o, 39
g ATTF NI % a8 A STAHISA & Hge? GaT1e TH Tgo
IT ITFNT o ATERT] ol THTH IT AT FT @, T FATATAT 7 FLT
FATAT TAAT il ZTT IT I T Tgd &l Jq9Y F &, IT FATAM,
AT FL

(i) STRT UHT STAATAT- T, TeqTT T bt fafer o Seetere , fheft
AT & oI, A, STTAL, T, FITET, TZIT e e, SATATS
FEA, THRTAT FTA, TATRA FA, TAGTT FLA, A=A FLA, TTAT
FA AAAT AAAT TATRT Hd | AT &l, Tg UH SAATA-HT
o TorT STaTt SuAThT, stefaae & Iaadt A7 foheT v g [Ater
% efie 30T AT IUSHIAAT T AR(T BT qHaAT &; AT
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(iii) STET UAT Iowad, ToaHd wa et fafer o srefier et sty
F FRT FA F G 21, A9 & wrehty anrfier qrar = fgar,
2023 (2023 FT 46) AAAT ARTF TUTET T FTARI FT HCEAT
srfarfaarm, 2012 (2012 =T 32) % srefi=r vaT srawrer, et srfear
&7 & wiaeew frar ST srafera €, =gt @y fBfdr % suaet &
STETE, UH SIS T FHAT TTEHTLT T TTaae o3 ST,

(T%F) (1) & IT-GE (i) = (i) T Taga gariaq o &7, S|t S9-Haw
(3) oM HIMHT HIT WeAAAT VAT Feged HETE ITee FI1dT g, ST
Ffes 9 § ST G941 F €9 H TAAT % oI, 9, 3TTGL0T, IEd,
STERTET, SOOT, FTAT FA AT TATT HT TAT FAT §, ATHT <dT g 74T
TH FATAT 8, TAT HEAFAT, T ITATHTAT &l ATA Tk &9 & 78 A g~
FaT fF—

(i) S9-FF=9 (3) @2 (F) F SU-G< (i) F Soora" | [Fafes =r 9
ST FAAT & &G | GAAT & goId, 4, I, TREde, THre,
ST, AT FEA AT TATA F o (7T, HeTAA & Heged aaree
T TAGTOTT AT, ST SAT STTAT ST FHILUT FILA FHAT, TEHT
v et ffar F eefim, P sifeffew, st = |@fza,
2023 (2023 T 45), AR STILTT T qTAeh! T T ATATHAN,
2012 (2012 =7 32), =1 Ffafataes sfafas, 1951 (1951 v
43), =it i =7 (wfadre) Afafr, 1986 (1986 T 60),
qEATSH AT FAEIA 9 ARR Icfigw (Fameor, sfaue s
gfadarT) sifa=aw, 2013 (2013 &1 14) TAT A«{ds AT
(FFrameon) stferf==e, 1956 (1956 FT 104) & ST ATHT &, AR
21 ATl TUE AT TUSHAAT T SRAT HT FHaAT ; AT

(i) 3u-FA=w (3) F @T (F) F IT-UL (i) F VAT FIT Ioelud,
fArferfaa T #1eor g1 9T 8—
(1) THT G=AT T TgA 1 TLd AqTY AT AT T2rar UHT
AT HT geT feaT ST,

(1) =rrer iy foreft ofY sehe & srerwstriae 3w foa, 30 s-
A &7 Ioored FEA AT IUIIRHT 6 ITATHT THRTSE AT

EEERRIECIECH

() @y f&fdr & A, T STFR 6l 9gar auT
SeAHTHRT  ITAHT Hl Tgard  H fEwrFawar &
TRETHTU, gt UAT forshTaaerar, UF Sooia &1 fifzd &,
sorar 2 i A7 & wied #1E AR A @
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(IV) STt UHT o e, Teaa T g (et fafer = srefier foet
STURTE o A Fd o Hatad gl, o ared T AT
AT HZAT, 2023 (2023 FT 46) AT SFAF AT F
STETRT T HCEA ATATTE, 2012 (2012 FT 32) F wefie
T ST AT artaer g, R afva™ &9 F gfdess
o ST srafera 8, @t @ fafer & Susdi F e, UE
ST T AT ATTERE T Tdaa T ST,

(&) STEt FIE HLAae, TATON &, AAT ATEATAF TAFET TH S Y,
srraT =9 AT & srefie wre foret ferrra, afare a1 g=eT & e 0,
3u-f=m (3)  feft oft Soote & "9y ¥, 3u-fFaw (3) ¥F 9% (F) F 3U-
G (ii) F st srsariad Ridfes w0 & SRT g=aT F €9 § A1 F go,
ST, IUTAT, THEdd, giieedT, Tafed F¥d, Aqare Fed, TRIAT FA,
TETA 2, TR FA, AT FHLA, TTAT FHLA FATAT ST AT TATT Feel
* HaY H, AT g JTGT 8, AT ag o T5aH Ud SUAh wears w, e
gT () F 39-gT (i) § ARy Fars ot anftae 877

(i) &= () §—
(A) It arr 7, “griE =2 oreat F T uw e we aeat wiaernfua o
ST,
(B) 3u-@= (ji) #, 7= (1) #,—
(I)  STEF9e ST #, “URT F=AT ST FA o TSI STrerha STTaawTe 3T
ST 9TeaT & TATH 9¥ “URT =T ST F3A o AT, forfera smaer
FTRT, WIS ATARTEY EIRT ST ersat Wiaerioa fahu srosr,
() 999 WaE & o\ W At wgs Staera R s,
AT —

‘i STl VET FEAT g TerEe gy S A S g, agt
U AT FATAF TTfeha AfIwTT g7 o 8, SeH ¥ yaw qiem 3
HEIALTe® & 98 & = &7 7 g, B =9 gaor § o =7 § aqt=a
TLHTT GIT ATTEha 6T 17 87|

(@) Su-fF=w (2) §,—
() &= (F) ¥, 3992 (i) §,—
() TTEIH AT |, “dag oA ersat & w21 a7 “|1q faai” ereat giaeua o
STTUAT; 3%
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(I) 19 TqF |, “Gga¥ Hel” el & T 9T ‘G Hel” ekl JraeAraa

o ST,

(i) @< (F) H, “24 =" U=l % AT U “qY H” 9reat wiaetiua fhu ST

(1) 39-F=w (2) F Te=Tq Aot Su-FAem siaerfo B STos, s —

“(3) Ridfes =7 & wifAT g==T & ey § IRrT aragri: (F) Sl FE ATt AT
FAET HATYT I FIAT &, ST (HATeh BT F AAq AT 6 ©F § FAAT o Gold,
ST, IUTAET, TREAA, T, AT, qTEAT F IT TG F Al GFHT FT
THAT g, ATHTT & THaT & ATAT TETH IA4T T 2, T T FIAT2d F o, —
(i) 8 I 37 Fa AT 3UT, S siavid siieres ST a7
T U o T §, TR F, avfe T o S i, wefefy,
vt et ot fafes w9 & ST =T 71 g9, S99, 3ar, 9REdd,
TRTA, TR, TTAT FHIAT AT TATA FLAT ATHA 7 2T, ST aeqa7 g TG
Toreft fatfer =1 oot et g1, e srferfeam, arefr = \fgar, 2023
(2023 =T 45), FTF ATTET T FTAFT FT SLHT AT, 2012 (2012 F7
32), faehiea ared sAfafaae, 1908 (1908 FT 6)  Iuerer wT o7 He 8, 79T
e vt e off fafes w0 & SR g=a7 aftafea g §r—

(I) I T UV U gAAg ATHIT, Aaqaiiad s
T HEeT, are fAstar afga g it Hstar &7 A9 F33 are,

ATAY, STFEA, FAAAT FTFAT SA<h FLA ATAT g, T

(1) et e TEaerst a1 AT S a® ArHed & goid, 94,
AT AT TR T TR0 21 4T

(1) Faewies® AamRfT, sy SrrET MAETEs o JarT, Eewm T
ST | "atad gr; AT

(IV) Tet SThfas =af=R ererET areatas d6 T i gedT &7 T
=7 71 R e, Rt =R fit 9g=T, 6T, A=, w57,
FAF, AAAT FhHT TeAT &l FAed g & T , @l I il FATIAT
FTAT TATT | TAT &1 H TEqT Fh, AT TTHIAH SATh ol FAAT
gfga =t f&mT dowdar F; i

(ii) BT (F) *F IT-TEE (i) F FATT AT Al g ATSAT STcHHh UHT AT
T, TH T TTL € | oae AT SITUIT o6 397 T297 | Il TE g97ar
gEATET g, ST 78 &9 | FIEI=e a9 970 €9 F e+ 2f, 7 T
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Sqaeq 29T |, T €T § [@ARIT T The [0 & ATeqH o, ey
T A TgAT [T ST & o UHT g=er s =7 8 S g=241 8, 5
TR e FETER T ITANT FF giord, S, ST AT TRarad AT
AT &; 3T UHT =T §, ThAhT & F GH HHT T, T FerSeT 2am
AT I AR TehT SEH-THTT T, e U STge 1 qg=raandr |l et
g, St fed ohaT ST, qTfeh UET AT % o, ST, ITaeor AT TRaaT
% oI S3[<h Wedadl o Heqe? HATE i TE=T 6l ST qoh,

(@) FEAAAT, T (F) F IT-G< (i) F ATAT TS0 AT A 2d (hU T0
Fae, T Hereer, e afgdia wg=mwar off aftataa g, % Iarae,
TH IT 21T AT KT F&4H Aol FMT)

4, I Fag FFaa 4% —
(F) IT-F=H (1) F Fe=Tq Meferiaa Su-fFae sa:efug o STost, srarq—

“(19) FTE HEeaqot |rere MTar weaadt, S arae Feqes darae o7 B oft g
T TRTTT FXA, SATATS FA IT THRIAT FLA FT TAH FIAT @, UHT GAAT F T2,
ATATE AT THTAT F T, —

(F) STATHTAT & TG HTTOT FHITUIT T 4T THT AT [HAfesw &9 § JHq
A E;

(=) TET =TT T EAT FT TATIT F o (o0, THT =T % T, Y
SI¥ 7T & 79 | T@d gu, G aawdiet 3ar, SrEs siaviq sieries
ITHLT AT 7T ITH T A 8, TRIAATST HMT; 3T

(3T) STRT UHT =9 IT T ol TcaTad | I I Sl & T gaar [mafes
] F AT &, T T2 FATHT HAT 1% ST Hl Th ITEH A T AAT-
T % G, AE T gU 1 siqaeq [Mdfesd &9 F A+ g, TT8 & F JT
THEar & yafda e s

i Tg T gl UAT HeTad! avTd gf SIal g, T Jg w27 T79q g Sirar

7, & U wegadt q, =9 [awi & Sooad ®, UHT [few w1 @ Sf°q g #+

STALATRT AT &, TETAT (23T, TIaT T Jag § FATS FeA § (el 2T, av

T qegady =9 3U-=w F srefiw s amaam awaw § ket @m=T SToem

FIIFI.— Hagl A gL FA & [0, TAgRT Ig &9 Fhar Smar g &

HETAOT |9 HITSAT HeTAAT T IriAd, ITHATHT ATTUTSAT 0T AT FHT FATIA
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FXA o AAATH AT THTATAT ARl SATT FLA T JAT g AT FeA qh
FEreqa g o felt oft [afes =7 & Sf9a g=ar &1, U = 71 & & &,
JERTT A AT ST

(@) 3T-FF=H (4) F SRR sremfa SuTT, e seavid 39 =T ST A8 goa<h ol a7
Frafera, aorerTe, agt @1 AR o = sr=eer @ Gl ot =1 8 = e ae Gl
FA AT ATEAT AT HIE A GAAT ST 36 AT Al Teqaeq 3% TH g o g [Fa79 3 F
Y- (1) % @ (F) F Tl UH Hegadl  FFged 9916+ 9% 94 § gel &ar 17 g a1
39 T TgA A AGHT AT =T €, F BT w3 e @ At gEeEr w1 ag=aee are
ATTHETT ITFHLT AT 37T I SfF &, FLA T TTA HLT A5G & € I¥ “GHAT THATh
T, oI STeasta I AT ST ATg A<k ol AT fAaferd, aofTeht, agi HT AN TrIor
AT =T 7 Rt oft =0 § R w7 arer Bt Fer a1 SIqEaor 71 F1E 9eF G347 S 39
TAAT T e & 31 A g e 9\ 3 % 39-F939 (1) & @< () F o7 UH megadr
F FFYET HATYA T d H @2l @97 AT @ AT 39 % Tgd Hl a7 g, & =
FIA ATAT qF A0HT AT H T a1 SAerHes ITRIT AT T I9Yh aF T 3,
RS T ersat T ST

5. o o & R 7 § “arediy <2 SuEy” oreat I 9¥ 9T =TT |igaT, 2023
(2023 =T 45)” eTsat, 3 3T FHTgH TG SATUHA |

[T, |. 2(5)/2025-8T5aT A1)
ST FHTY, HI<h af=a

foroqur: g=1 M= AT 3 TSI, SETET, AT 1, @ 3, 3U-GE (i) H Afeg=AT dedid avan. |, 139(3),
A 25 F¥at, 2021 FRT THIAT 60 T o 37 ToaTq ATSe=aT deis ar.H1.6. 794(30),
JEE 28 sFEay, 2022; ATFLE. 275(3), ai@ 6 d«, 2023; ¥ ATFLE. 775(3),
G 22 AFa, 2025 FRT "LqTterT &y 77 o)

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 10th February, 2026

G.S.R. 120(E).— In exercise of the powers conferred by sub-section (1), clauses (z) and (zg) of sub-section
(2) of section 87 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the
following rules to further amend the Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021, namely:—

1. Short Title and Commencement.—(1) These rules may be called the Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Amendment Rules, 2026.

(2) They shall come into force on the 20 " day of February, 2026.

2. In the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
202 1(hereafter referred to as the said rules), in rule 2,—

(a) in sub-rule (1),—

(i) after clause (c), the following clause shall be inserted, namely:—
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“(ca) ‘audio, visual or audio-visual information’ means any audio, image, photograph,
graphic, video, moving visual recording, sound recording or any other audio, visual or
audio-visual content, with or without accompanying audio, whether created,
generated, modified or altered through any computer resource;”.

(ii) after clause (w), the following clause shall be inserted, namely:—

“(wa) ‘synthetically generated information’ means audio, visual or audio-visual
information which is artificially or algorithmically created, generated, modified or
altered using a computer resource, in a manner that such information appears to be real,
authentic or true and depicts or portrays any individual or event in a manner that is, or
is likely to be perceived as indistinguishable from a natural person or real-world event;

Provided that the purposes of this clause, an audio, visual or audio-visual
information shall not be deemed to be ‘synthetically generated information’, where such
audio, visual or audio-visual information arises from—

(a) routine or good-faith editing, formatting, enhancement, technical correction,
colour adjustment, noise reduction, transcription, or compression that does not
materially alter, distort, or misrepresent the substance, context, or meaning of the
underlying audio, visual or audio-visual information; or

(b) the routine or good-faith creation, preparation, formatting, presentation or
design of documents, presentations, portable document format (PDF) files,
educational or training materials, research outputs, including the use of illustrative,
hypothetical, draft, template-based or conceptual content, where such creation or
presentation does not result in the creation or generation of any false document or
false electronic record; or

(c) the use of computer resources solely for improving accessibility, clarity, quality,
translation, description, searchability, or discoverability, without generating,
altering, or manipulating any material part of the underlying audio, visual or audio-
visual information;”.

(b) after sub-rule (1), the following sub-rules shall be inserted, namely:—

“(14) For the purposes of these rules, any reference to ‘information’ in the context of
information being used to commit an unlawful act, including under clauses (b) and (d) of
sub-rule (1) of rule 3 and sub-rules (2) and (4) of rule 4, shall be construed to include
synthetically generated information, unless the context otherwise requires.

(1B) For the purposes of these rules and for the removal of doubts, it is hereby clarified that
the removal of, or disabling of access to, any information, including synthetically generated
information, data or communication link, by an intermediary in compliance with these rules,
including in accordance with sub-rule (1), sub-rule (2) or sub-rule (3) of rule 3, or upon
becoming aware of any violation thereunder by deploying reasonable and appropriate
technical measures, including automated tools or other suitable mechanisms, shall not
amount to a violation of the conditions specified under clauses (a) or (b) of sub-section (2)
of section 79 of the Act.”.

3. In the said rules, in rule 3,—
(a) in sub-rule (1),—
(1) for clause (c), the following clauses shall be substituted, namely:—

“(c) an intermediary shall periodically inform its users, at least once every three months, in
a simple and effective manner through its rules and regulations, privacy policy, user
agreement, or any other appropriate means, in English or any language specified in the
Eighth Schedule to the Constitution, that—

(i) in case of non-compliance with such rules and regulations, privacy policy or
user agreement, by whatever name called, it has the right to terminate or
suspend the access or usage rights of the users to the computer resource
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immediately, or to remove or disable access to non-compliant information, or
both, as the case may be;

(il) where such non-compliance relates to the creation, generation, modification,
alteration, hosting, displaying, uploading, publishing, transmitting, storing,
updating, sharing or otherwise disseminating of information in contravention
of any law for the time being in force, the user who is responsible for such non-
compliance may be liable to penalty or punishment under the provisions of the
Act or any other applicable law; and

(iii) where such violation relates to the commission of an offence under any law for
the time being in force, such as the Bharatiya Nagarik Suraksha Sanhita, 2023
(46 0f 2023) or the Protection of Children from Sexual Offences Act, 2012 (32
of 2012) which requires such offence to be mandatorily reported, reporting of
such offence to the appropriate authority in accordance with the provisions of
the applicable law;

(ca) without prejudice to sub-clauses (i) and (ii) of clause (c), where an intermediary referred
to under sub-rule (3) offers a computer resource which enables, permits or facilitates
the creation, generation, modification, alteration, publication, transmission, sharing, or
dissemination of information as synthetically generated information, such intermediary
shall additionally inform its users that—

(i) directing, instructing or otherwise causing the computer resource of the
intermediary for creation, generation, modification, alteration publication,
transmission, sharing, or dissemination of information as synthetically
generated information in contravention of sub-clause (i) of clause (a) of sub-
rule (3) may attract penalty or punishment as may be applicable under any law
for the time being in force, including the provisions of the Act, the Bharatiya
Nyaya Sanhita, 2023 (45 of 2023), the Protection of Children from Sexual
Offences Act, 2012 (32 of 2012), the Representation of the People Act, 1951
(43 of 1951), the Indecent Representation of Women (Prohibition) Act, 1986
(60 of 1986), the Sexual Harassment of Women at Workplace (Prevention,
Prohibition And Redressal) Act, 2013 (14 of 2013), and the Immoral Traffic
(Prevention) Act, 1956 (104 of 1956); and

(il) any such contravention of sub-clause (i) of clause (a) of sub-rule (3) may lead
to—

() the immediate disabling of access to or removal of such information;

(IT) suspension or termination of the user account of the user who violates
this sub-rule without vitiating the evidence;

(IIT) in accordance with applicable law, identification of such user and
disclosure of the identity of the violating user to the complainant, where
such complainant is a victim of, or an individual acting on behalf of a
victim of, such contravention; and

(IV) where such violation relates to the commission of an offence under any
law for the time being in force, including the Bharatiya Nagarik Suraksha
Sanhita, 2023 (46 of 2023) or the Protection of Children from Sexual
Offences Act, 2012 (32 of 2012) which requires such offence to be
mandatorily reported, reporting of such offence to the appropriate
authority in accordance with the provisions of the applicable law;

(cb) where an intermediary becomes aware, either on its own accord or upon receipt of actual
knowledge or on the basis of any grievance, complaint or information received under
these rules, of any violation of sub-rule (3), in relation to the creation, generation,
modification, alteration, hosting, displaying, uploading, publishing, transmitting,
storing, updating, sharing or otherwise dissemination of information as synthetically
generated information covered under sub-clause (ii) of clause (a), it shall take
expeditious and appropriate action, including those specified in sub-clause (ii) of clause

(ca);™.
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(ii) in clause (d),—

(A) in the opening portion, for the words “thirty-six hours”, the words “within three hours”
shall be substituted;

(B) in sub-clause (ii), in item (I),—

(D) in the opening portion, for the words “issued by an officer authorised for the purpose
of issuing such intimation”, the words “issued by an officer authorised, by order in
writing, for the purpose of issuing such intimation” shall be substituted;

(IT) for the first proviso, the following proviso shall be substituted, namely:—

“Provided that where such intimation is to be issued by the police administration,
there may be one or more authorised officers, each not below the rank of Deputy
Inspector General of Police, especially authorised by the Appropriate Government in
this behalf:”.

(b) in sub-rule (2),—
(i) in clause (a), in sub-clause (i),—

(I) in the opening portion, for the words “fifteen days”, the words “seven days” shall be
substituted; and

(II) in the first proviso, for the words “seventy-two hours”, the words “thirty-six hours” shall
be substituted;

(i1) in clause (b), for the words “twenty-four hours”, the words “two hours” shall be substituted.
(c) after sub-rule (2), the following sub-rule shall be inserted, namely:—

“(3) Due diligence in relation to synthetically generated information: (a) Where an intermediary offers
a computer resource which may enable, permit, or facilitate the creation, generation, modification,
alteration, publication, transmission, sharing, or dissemination of information as synthetically generated
information, it shall ensure that,—

(i) it deploys reasonable and appropriate technical measures, including automated tools or other
suitable mechanisms, to not allow any user to create, generate, modify, alter, publish, transmit,
share, or disseminate, as the case may be, any such synthetically generated information that violates
any law for the time being in force, including the Act, Bharatiya Nyaya Sanhita, 2023 (45 of 2023),
Protection of Children from Sexual Offences Act, 2012 (32 of 2012), Explosive Substances Act,
1908 (6 of 1908), and includes any such synthetically generated information that,—

(I)  contains child sexual exploitative and abuse material, non-consensual intimate imagery
content, or is obscene, pornographic, paedophilic, invasive of another person’s privacy,
including bodily privacy, vulgar, indecent or sexually explicit; or

(IT)  results in the creation, generation, modification or alteration of any false document or
false electronic record; or

(III)  relates to the preparation, development or procurement of explosive material, arms or
ammunition; or

(IV)  falsely depicts or portrays a natural person or real-world event by misrepresenting, in a
manner that is likely to deceive, such person’s identity, voice, conduct, action, statement,
or such event as having occurred, with or without the involvement of natural person; and

(il) every such information not covered under sub-clause (i) of clause (a) is prominently labelled in
a manner that ensures prominent visibility in the visual display that is easily noticeable and
adequately perceivable, or, in the case of audio content, through a prominently prefixed audio
disclosure, that can be used to immediately identify that such information is synthetically
generated information which has been created, generated, modified or altered using a computer
resource and such information shall be embedded with a permanent metadata or other appropriate
technical provenance mechanisms, to the extent technically feasible, including a unique
identifier, to identify the computer resource of the intermediary used to create, generate, modify
or alter such information;
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(b) the intermediary shall not enable the modification, suppression or removal of the label, permanent
metadata, including the unique identifier, displayed or embedded in accordance with sub-clause (ii) of
clause (a).”.

4. In the said rules, in rule 4,—
(a) after sub-rule (1), the following sub-rule shall be inserted, namely:—

“(1A) A significant social media intermediary which enables displaying, uploading, or publishing
any information on its computer resource shall, prior to such display, uploading, or publication,—

(a) require users to declare whether such information is synthetically generated
information;

(b) deploy appropriate technical measures, including automated tools or other suitable
mechanisms, to verify the accuracy of such declaration, having regard to the nature,
format, and source of such information; and

(c) where such declaration or technical verification confirms that the information is
synthetically generated, ensure that the same is clearly and prominently displayed with
an appropriate label or notice, indicating that the content is synthetically generated:

Provided that where such intermediary becomes aware, or it is otherwise established,
that the intermediary knowingly permitted, promoted, or failed to act upon such synthetically
generated information in contravention of these rules, such intermediary shall be deemed to have
failed to exercise due diligence under this sub-rule.

Explanation.—For the removal of doubts, it is hereby clarified that the responsibility of the
significant social media intermediary shall extend to taking reasonable and proportionate
technical measures to verify the correctness of user declarations and to ensure that no
synthetically generated information is published without such declaration or label.”.

(b) in sub-rule (4), for the words “endeavour to deploy technology-based measures, including automated tools
or other mechanisms”, the words “deploy appropriate technical measures, including automated tools or other
suitable mechanisms” shall be substituted.

5. In the said rules, in rule 7, for the words “the Indian Penal Code”, the words, figures and brackets “the
Bharatiya Nyaya Sanhita, 2023 (45 of 2023)” shall be substituted.

[F. No. 2(5)/2025-CyberLaws]
AJIT KUMAR, Jt. Secy.

Note: The principal rules were published in the Gazette of India, Extraordinary, Part II, Section 3, Sub-section (i), vide
notification number G.S.R. 139(E), dated the 25™ February, 2021 and subsequently amended vide notification
number G.S.R. 794(E), dated the 28" October, 2022; G.S.R. 275(E), dated the 6" April, 2023; and G.S.R. 775(E),
dated the 22" October, 2025.
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